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1. BBenenue

JlaHHBIH JOKYMEHT COJECPIKUT TEXHUYECKOE OIMCAHUE MPOTPaMMHOT0 KOMILIEKCa
“Bbrnokueiin-mardopma 1ZZZ10 Bepcus 1.2.0”.

2. HaumeHoBaHuEe ¥ Ha3HAYCHUE TPOrPaMMHOTO
oOecreueHus

brokuetin-mrardopma 122710 Bepcus 1.2.0 (manee — 6nokueiin-miardopma [ZZZ10, TTnardhopma
127710, Cuctema, I10) - 3T0 mporpaMMHBIil KOMILUIEKC, MPEAHAa3HAYCHHBIHN I XpaHEeHUs], Iepeiaun
u 00pabOTKH MOOBIX TaHHBIX, a TAKKE, TSI aBTOMATH3AIHMH OM3HEC-TPOIIECCOB C IMTOMOIILIO
NPUMEHEHHS TEXHOJIOTHH PACTIPEIEIIEHHOTO peecTpa.

3. XapakTepUCTUKA ITPOTPAMMHOTO
obecrneueHus

[Tnatdopma 1ZZZ10 noctpoeHa Ha 6a3e TEXHOJIOTHH PacIpeIeICHHOTO peecTpa.
HUcnonws3oBanue miatGopMbl 00eCIIeYMBACT COTIIACOBAHHOCTh M JIOCTYITHOCTh JJAHHBIX, a TAKKE
YCTOWYMBOCTD K 3TI0HAMEPCHHOMY W3MEHECHUIO TaHHBIX (HABS3BIBAHUIO JIOKHBIX JAHHBIX).

3.1 Apxurekrtypa 6iokueH-maTgopmsl 1272710

OcHOBHOI MexaHu3M xpaHeHus HHpopMamu B OnokueliH-miardopme [ZZZ10 - ee xpaHeHue B Buje
HaIpaBJICHHOH LenH 0JIOKOB JaHHBIX CO CIEAYIOIIUMH CBOWCTBAMHU:

®  KaXIbIi OCCAYIONIHI OJIOK KPpUNITOrparuecKy 3aleIICH C PEIbIIYIIUM OJIOKOM;
® I[IeTIb PACIIPENIEIICHHOTO peecTpa He MOKET HMETh BETBICHUH.

VYdacTHUKH ceTH OOMEHHMBAIOTCS HH(POPMAIIUEH, TeHEpUPYsI HOBBIE OJIOKH U T00ABIISS UX B KOHEI
LENH WIN MoJTydasi HHPOPMALIUIO U3 XPaHSIINXCS paHee CreHepUPOBaHHBIX 0J10K0B. Kaskaplii
YYaCTHUK MMEET COOCTBEHHYIO aCHMMETPHUHYIO KIIIOUEBYIO IMapy, MyOIUIHBINA KITF09 KOTOPOH
CIIy’KUT UACHTH(PHUKATOPOM (aAPECOM) yHaCTHHKA B CUCTEME.

O6pabotka napopmarmu B CricTeMe MPOUCXOANT B CETH, PEACTaBIISIONIeH CO00i COBOKYITHOCTh
y3JI0B, B3aUMOICHCTBYIOMINX MEXITy COOOM.

Ha KaKA0OM Y3JIC CCTU XPAaHUTCS IIOJTHAA KOIIUA BCCX OJIOKOB OCIIN. PacnpeﬂeneHHoe XpaHCHUC
OJIOKOB B COBOKYITHOCTHU C BBIMICIPUBEACHHBIMU CBOMCTBAMH e o0ecIeynBaeT COrIacOBaHHOCTh U



JIOCTYITHOCTh JTJAHHBIX, YCTOMYUBOCTD K 3JIOHAMEPCHHOMY U3MCHEHUIO IAHHBIX (HABS3BIBAHUIO
JIO’KHBIX TAHHBIX ).

JIoCTyn yY4aCTHUKOB K CETH MPOUCXOUT C UCTIOIE30BAHHEM CTOPOHHHX MPHIOKCHUNH-KITUEHTOB,
B3aumoiericTByronux ¢ BHemHUM API y3ma cetu (cm. . 3.9).

HuctpubyTus riatdopmsl [ZZZ10 Brimroyaer:

Komnonenmut pazpabamoisaemvie OO0 "Hzuo"

[MporpammMHOe oOecrieueHre y3iia pacipeIeieHHOTo peecTpa

[Noaxmouaemsrit MoAyss 0azoBoii kpunrorpadhuu SHA256 + ECDSA-SHA2

[Moxakmouaemblit MOIYIIh OpPTraHU3AIMH ITU(PPOBAHHBIX COSITUHEHHH MO IPOTOKOITY
Hudbdu-Xemmmana

JlomomHuTeNbHBIE TTOIKITIOYaeMble MOYIIH HE BXOSIIUE B TUCTPUOYTHB:

Komnonenmut pazpabamuisaemvie OOO "Hzuo"

[NoaxmmouaemsIit MOIYIIh KpurniTorpadun Ha ocHOBe bitcore-lib

Honxmirouaemsrit Mogyas [OCT kpuntorpaduu Ha ocHoBe WebCrypto GOST Library

[oaxmouaemsrit Mogyns 'OCT kpunrorpadum Ha ocHoBe Kpunrollpo CSP 4.0

[onxmnrouaemsiit Mogyias 'OCT kpuntorpaduu Ha ocHoBe VipNet CSP 4.2

[Ipu reneparuu 6JI0Ka yYaCTHHK IMOMEIIAET B OJIOK JaHHbIC — TPaH3aKIHUIO (OJI0K COAEPIKUT CTPOTO
OJTHY TPAH3AKIIHIO).

BbI1ok maHHBIX COMEPIKUT CIAEAYIONTYI0 HHHOPMAIIHIO:

®  XOIII TEKyIIero 0JI0Ka;

®  XOIII IPEIBIAYIIEro 0JI0Ka;

®  [OpAAKOBBINA HOMEp OJI0Ka;

e arta u Bpems Hadana reaepanuu 6moka (UTC);

® j1aTa M BpeMs OKOH4YaHus renepanuu oyoka (UTC);
® raHHBIE OJI0Ka (OJIHA TPAH3aKIIWsA).

dopmMmaT rpeacTaBiIeHUs U XpaHeHUsl JaHHbIX Oiioka - JSON. [l xpaHeHus TaHHBIX OJI0Ka Ha y3Iie
1O ucnonp3yercst XxpaHuiuIle TUNA Kiod-3HaueHne LevelDB, ¢ mopsakoBeiM HOMepoM OJ10Ka B
Ka4yecTBe KIIF0Ya.



Tak Kak y37bl ceTH 0OJHOBPEMEHHO paboTaloT HaJl reHepalueil HOBBIX OJOKOB JIsl J0OaBICHUS UX B
LIeTIb, IIPY CHHXPOHU3AINH JAHHBIX MEXK/Y Y31aMH BOSHUKAIOT KOHQIIUKTHL. [ onpeeneHus
BaJIMJHOCTH OJI0Ka (TPOBEpKH OJI0KA) U pa3pelieHus KOHPIUKTOB HCIIONb3yeTcsl Habop
MaTeMaTHYECKUX MPABHJI - AITOPUTM KOHCEHCYCA.

IToapo6HOE omHcaHue aNnTOPUTMOB KOHCEHCYCa MIPUBEACHO B ITyHKTE 3.6.
[Inarpopma IZZZ10 nonaepxxuBaet co3nanue TbIOPUHT-TIOTHBIX CMAPT-KOHTPAKTOB.

CMapT-KOHTPAKT - IPOTPaMMHBIH KOJI, TOMEIIaeMblil B OJIOK X ¥ MpeIHa3HAYEeHHbIN T
00paboTKu nHpopMauH (GOPMHUPOBAHUSI, KOHTPOJIS, IPEIOCTABICHHS) €TUHBIM (CHHXPOHHBIM)
o0Opa3oM Ha Bcex y3nax cetd [logpoOHoe onrcaHne cMapT-KOHTPAKTOB IPUBEIEHO B IIYHKTE 2.6.

Teno TpaH3aKMK COAEPKUT CTPOKOBBINH HACHTH(OUKATOP TUMA TPAH3AKIMH, TaHHBIC TPAH3AKIUH (CM.
HUDKE), JJIEKTPOHHYIO [TOJIKCh TOJHOTO Tella TPAaH3aKLUUH, BEIPAaO0TaHHYIO C HCIIOIb30BaHHUE
MIPUBATHOTO KJIKYa YYACTHHMKA, CO3/IaBIIECIO TPAH3AKIIUIO.

Bbnokueitn-nardopmoii IZZZ10 pacno3narotcs ciaenyonye HIeHTHHUKATOPBI TUIIBI TPaH3aKIUH:

e EcmaContractDeployBlock - Tpam3akius ¢ komoM cMapT-KOHTpakTa (pa3MeIIeHne
CMapT-KOHTPAKTa B paclpeieIecHHOM peecTpe);

e EcmaContractCallBlock - Tpan3akius BpI30Ba MeToa CMapT-KOHTpaKTa (3aIycK Ha
UCIIOJIHEHHE METOJIa CMapT-KOHTPaKTa ¢ 3alaHHBIMH apTyMEHTaMH);

® [poYHue HISHTH(PHUKATOPHI - TPAH3AKIIHS JAaHHBIX (3aMTUCh YIACTHUKOM B paclpeIeTIeHHBII
peecTp NpOU3BOIBHON MOIB30BATENBCKONH HH)OPMAIIHH).

CTpyKTypHas cxema y3Jia CeTH pUBeAeHa Ha pUcyHKe 1.



Kniouessie napbl W

cepTwhuxars
nonsosarenei
(Xparunuue axKkayHTos)
Maogyns CHXPOHU3aLMN
Xpanunuwe Gnokos  ~——
CK3un (BIAMMONGACTBIE C ADYIVIMK yaNamm)
Feweparop Gnoxkos O6pabor4ux Gnoxoe

Cpena sbinonHeHua
CMAPT-XOHTPAKTOR

— B[l COCTOAKMA KOMTDAKTOB

BHewHwi API yana

(B3aMmOonencTBHE C
NPOTPAMMEMIA-KITHEHTEMM)

S— Bl cobeitvi

Puc. 1 Cmpyxmypuas cxema y3na cemu

Hcxonunie TexcTrl [10 y3ma pactipenereHHOTo peectpa omokdeiH-matdhopmel [ZZ7Z10 HanucaHs ¢
HCIOJIb30BAaHUEM SI3bIKA IIpOrpaMMHUpoBaHust JavaScript.

3.2 TpeboBaHus K TpOrpaMMHOM U anmapaTHO# miaTdhopmam

1O y3na pacnpenesneHHoro peectpa omokueiH-matrgopmer 1IZZZ10 dpynknuonupyer Ha (I1)DBM
anmapatHoi miatdopmel X86 win x86_64, paboTaromieil Mo/ ynpaBieHHeM OJHON U3 CIEAYIOIINX
OC:

Windows 7/8/8.1/ 10 (x86, x64);

Windows Server 2008 R2/2012/2012 R2 (x64);

CentOS 6/7 (x86, x64);

T OC ANUC ®CCII Poccuu (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 19/20 (x86, x64);

Mandriva Enterprise Server 5, Business Server 1 (x86, x64);
Oracle Linux 6/7 (x86, x64);

OpenSUSE 13.2, Leap 42 (x86, x64);

SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64);



Red Hat Enterprise Linux 6/7 (x86, x64);

Ubuntu 14.04/14.10 (x86, x64);

Linux Mint 15/16/17 (x86, x64);

Debian 8 (x86, x64);

Astra Linux Special Edition (x86-64)

ALT Linux 7 (x86, x64);

ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIbT/HUKEJIb (x86, x64);

FreeBSD 9, pfSense 2.x (x86, x64);

Mac OS X (Darwin) ot Bepcuu 10.6.

s pabotel 1O y3ma pacnpeneiaeHHOTo peectpa TpedyeTcst unteprperarop JavaScript Node.js
Bepcuu 8 unu 10.

Juis XpaHeHusl TaHHBIX UCIIONB3YIOTCs Onbnuoreku (M Moaynu Node.js 1ocTyna K HUM):
e LevelDB - xpanwuiie Trmna KIrto4-3HaueHHUE;
e sqlite3 - BcrpauBaemas CYB]/] pensunoHHON Moeny.

MuHrManbHBIE annapaTHble TpeboBanus K anmnapatHoi yactu (I1)DBM s pabots! 110 y3na
pacIpeneIeHHOTO peecTpa:
e [leHTpanbpHBIN Iporieccop - TakToBas yactora 1.5 I'T;
e O3V -512Mo.
e (CB00OAHOE ITPOCTPAHCTBO Ha keCcTKOM jucke: 1 ['0 s pasmenieHus mporpaMMHBIX
KOMITIOHEHTOB, IOTIOJTHUTEIBHOE IPOCTPAHCTBO UIS pa3MeLIeHus] 00padaThIBaeMbIX JaHHBIX
(xpanwmnmima 6JIOKOB IIEIH, JIOKATBHBIX JaHHBIX CMapT-KOHTPAKTOB, JKypHaJia COOBITHIN).

3.3 Onucanue koHpurypamuu onokdeH-miargopmsl [ZZZ10 Bepcus
1.2.0

[Mnardopma mpemocTaBiseT MOIB30BATENISAM OOJIBIIOE KOJTHYSCTBO HACTPAUBAECMBIX BOZMOKHOCTEH.
Kondurypammst y3710B BEIIOTHSIETCS Co3AaHeM (aitna config.json B TUPEKTOPUH, U3 KOTOPOI
MIPOUCXOAMT 3ammyck y3na [ZZZ10 vnu ¢ moMONIbio SIBHOTO YKa3aHUS Iy TH KOH(DUTYPAIIMOHHOTO
(haitra ¢ momMomIsI0 MapaMeTpa 3amycka --config. Paitn koHbUTYpaly npeacTaBiseTcs B Gopmate
JSON.

Bo3mo:kHbIe mapaMeTpsl KOH(pUrypaunonHoro ¢aiisa B Cucreme:

p2pPort: 6013, ITopt p2p

httpServer: 'localhost’, Anpec npusizku RPC/API u untepdeiica

rpcPassword: ", [Tapons nns nogkmodenust K RPC/API u
unrepdetricy (HTTP Basic Auth)




initialPeers: []

MaccuB co CIHCKOM CTApTOBBIX y3JI0B

allowMultipleConnectionsFromlp: true,

Pazpemnth MHOKECTBEHHBIE p2p MOAKIIOUECHUS C
oHOTO anipeca. Pekomenyemsbie 3HaueHus: False
- €CIIM B C€TH MHOTI'0 3allMKJIMBaHui, True - ecnu
UCIIOJIb3YETCS] IPOKCH J1JIsi KOHHEKTA

maxPeers: 80,

MakcumanbHOE KOJUYECTBO P2 MOAKIIOUCHUI

upnp: {
enabled: true,

token: 'iz3node'

Konpuryparusi aBTOMaTHIECKOTO TTOMCKA Y3JIOB C
nomoinbio DNS 3anpoca

BrrounTh aBTOMAaTHYECKOE OOHAPYKEHUE Y3JI0B
B CETH

TokeH 10 KOTopoMy y3el OyIeT HCKaTh APYTHE
Y361

networkPassword: ",

"mapoiip" gocryna k cetu. cnonw3yercs st

CO3AaHus MPHUBATHBIX ceren

blockAcceptCount: 20,

Konunuects 6710K0B IMOATBCPIKACHUSA TPAH3aAKIINH
(LC)

hearbeatInterval: 10000,

BuyTtpenHnuii TaiiMep y3na. Binuser Ha ckopocTh
MMOBTOPHBIX IOIIBITOK HOIIKJIIO‘IGHHIZ, COXpPAaHCHUSA
COCTOSIHMM Ha IUCK U T.[I.

peerExchangelnterval: 5000,

YacroTa 0OMeHa CIIMCKaMU TUPOB

maxBlockSend: 600,

MakcuMabHOE KOJIHYECTBO OTHPAaBIACMBIX

0J10k0B. J10JI’KHO OBITH OOJIBIIIE
blockQualityCheck (LC)

blockQualityCheck: 100,

KonnyecTBo 6110K0B "cBEpX'", KOTOpHIE
3arpamuBaroTCs sl MPOBEPKH BAJIMIHOCTH
nenouku (LC)

limitedConfidenceBlockZone: 288,

3oHa "nosepusa” (LC). Llenouky paHee 3T0M 30HbI
MEHSATh HeNb3s. J{0KHO OBITH O0JTbIIe
blockQualityCheck

generateEmptyBlockDelay: 300 * 1000,

YacToTa co3manus MyCcThIX OJIOKOB MPHU MPOCTOE
cetu. false - s OTKITFOUEHUS

blockHashFilter: {
blockEndlIs: []

OunbTp KOppeKTHBIX 6710K0B A1t LCPOA




4 cumBoJia B koHIle Ooka. Crofga JomKeH
noracts cosrnagarommii ¢ Genesis Block xemwm

genesisTiemstamp: 1492004951 * 1000,

Tatimctamm 0 6J10Ka CeTH B MIJIJTUCEKYHIAX

IcpoaVariantTime: 1,

KonunuectBo MuincekyHj, Tpedyemoe Ha
reHepainuio oanoro xemia 6aoka (LCPoA)

validators: []

[1naruHbl JOMOJHUTEIBHBIX KOHCEHCYCOB.
BAXHO: [Tepenava 6;10K0B T1aruHam
KOHCEHCYCOB UIET B TOM-XKE TIOPSIIKE, B KOTOPOM
OHM YKa3aHbl B ’TOM MapaMeTpe.

emptyBlockInterval: 10000,

WuTepBan npoBepkH HEOOXO0AUMOCTH BBITyCKa
mycToro 6J0Ka

maxTransactionAtempts: 5,

CKOJIBKO TIOIIBITOK T00aBUTEH OJIOK
HpeI[HpPIHI/IMaeTCSI o0 peHIeHI/ISI OTMCHBI

nobGasiieHus 0JI0Ka B CETh

checkExternalConnectionData: false,

[TpoBepsTh BHEIIHKE JaHHBIE HA COOTBETCTBHE
(koH(UTYpalUK IPYTUX Y3JIOB)

enableMessaging: false,

Pa3zpemuts ucnonap30BaHue MHUHBI COOOIICHHI

(HEOOXO0IMMAa TSI HEKOTOPBIX KOHCEHCYCOR)

recieverAddress: '123',

Buyrtpuceresoit agpec y3ina cetu. Mcnons3yercs B
IIIMHE COOOIICHUH, a TaKke MpoTokoye StarWave

messagingMaxTTL: 3,

MakcumanbHBIA MPEET CKAYKOB COOOIICHUS

maximumlInputSize: 2 * 1024 * 1024,

MaxkcuManbHbI 00BeM 00padaThIBAEMbIX JaHHBIX
OT BHEIITHUX y3J10B. PekoMenayercs He Ooubliie
15 M0

allowMultipleSocketsOnBus: false,

Pa3pemuTh Ha MOAKITIOUYEHUE COKETOB C Pa3HBIMHU
aJipecaMu Ha OJIUH aJipec y3ia

walletFile: './wallet.json',

Anpec daiina KomenabKa

workDir: "',

Pabouas nupexropus

blocksDB: 'blocks',

Kak xpanuts bJ] 6110koB: false - 1yg xpanenus B
03V, mem://blocks.json mst xpanenus 8 O3Y u




3anucu Ha [13Y npu Beirpyske. Ctpoka, 1

XpaHCHUSA Ha JUCKC

blocksSavingInterval: 300000,

WuTepBan coxpanenus 0;10koB. false = mis
OTKJIFOUCHHS aBTOCOXPAHEHHS, HITH KOJIMIECTBO
MUITACEKYH/T

appEntry: false,

Touxa Bxona B "mpunoxenue” DApp. False - ecin
He Tpedyercs

startMessage: false,

Coo01ienue, KOTOPOe BHIBOAUTCS MPH 3aITyCKE
y371a

ecmaContract: {
enabled: true,
allowDebugMessages: false,

contractInstanceCacheLifetime: 10000,

Konduryparmsi cMapT KOHTPaKTOB
EcmaContracts
Cucrema 00pabOTKM KOHTPAKTOB BKIIIOUEHA

Paspenraer BbIBO/I COOOIIEHUI CMapT KOHTPAKTaM
(ucnonp3yeTcs ISl OTIIAKH )

Bpewmst ®U3HN 9K3eMILIsipa BUPTYaTbHON MalIuHbI
KOHTpaKTa

masterContract: 5

I';1aBHBINM KOHTPAKT B cucTeMe. JoimkeH

MO/ /IEPKUBATHh METObI YIIPABJICHUS PECYypCaMu

hashFunction: 'SHA256',

ODYHKIMS, UCTIOJIb3yeMast [T BBIYMCIECHUS XOIIIa.
Perucrpupyercs nmiaruHamu

signFunction: ",

@OyHKIMS BBIYUCIEHUS HU(GPOBON MOIIUCH U
reHepaIy Napoiaei(ImycTo-1mo YMOIYaHHUIO),
BapuaHThl: 'GOST' 'GOST256' NEWRSA'

keyLength: 2048,

JimHa kitoya (nepeaaercsi B HKOTOPbIE U3
TIJIAaTMHOB)

plugins: []

MaccuB co CITUCKOM 3arpy»KaeMbIX IIJIarMHOB
(KpoMme MIaruHOB KOHCEHCYCOB)

3.4 B3anMOAEHUCTBUE y3IJIOB CETH APYT C APYTOM

Mexann3M 0OHapyKEHHS y3JIOM CETH APYTUX y3JIOB (peers) onpeaensieTcs B KOHQUTYPaInOHHBIX

napameTpax 6oka. B Cucreme MoAACPKMBALOTCA 2 MexaHu3Ma:




e SIBHO 3aJJaHHBIN CIIHCOK CETEBBIX aIPECOB JUIS TOKITIOUYCHNUS;

e (OOHapyXeHHUE JIPYTUX y3JIOB C HCIIOJIb30BaHUEM cTaHAapTHOro Mexanusma DNS Service
Discovery. [Ipu ero UCoNL30BaHNU Y3JIbI PETUCTPUPYIOT ceOsl (B KAUECTBE CEPBUCA C HEKUM
(ukcupoBaHHbIM HaeHTHDHKaTOpoM Ha DNS-cepBepe), CITUCOK APYTHX Y3JI0B MOXKET OBITh
3ampomeH y DNS-cepBepa kak CITUCOK 3aperuCTPHPOBAHHEBIX CEPBHUCOB C 3aIaHHBIM
UACHTH(UKATOPOM).

[Mocne noakrOYeHUsT B3aUMOJICHCTBHUE Y3JI0B APYT C IPYTOM IPOUCXOIUT C UCIIOIb30BaHUEM
nporokoia WebSocket (Ha HIDKHEM TpaHCIIOPTHOM YPOBHE HCTIONb3yeTcs mpoTokos TCP/IP).

Ha nepBom sTarne npon3BoanTCs Mepeaaya MMEHH! y37ia, IPOBEpKa COBMECTUMOCTH
KOH(UTYPaMOHHBIX ITapaMETPOB Y3JI0B (AKTHBHBIC MOJIYIIH, YCIOBHS IPOBEPKU OJIOKOB, alTOPUTM
KOHCEHCyca), IPOBEpKa COBMAIEHUS Mapois ceTH (TIapoib TaKkKe 3a7aeTcs B OJI0Ke
KOH(UTypalMOHHBIX TAPaMETPOB y3J1a, B OTKPHITOM BUJIE HE IEPEIacTcs).

anee, B mporiecce pabOTHI, Y3716l B3aUMOICUCTBYIOT C IEIbI0 CHHXPOHHU3AIIUH IIENTH OJIOKOB.

3.5. Co3manue HOBBIX OJIOKOB B CETH

Cosznanne HoBoro O10Ka BoIToNHseTCst Moay simu LCPoA u DLCPoA (cm. myHKT 3.6):

1. Monayio nepeaaroTcs JaHHbIe 0J10Ka, KOTOPbIE HEOOXOIUMO JO00aBUTH B LIEMIOYKY OJIOKOB
2. K nmannbeim O61oka qobasmisiercs startTimestamp - BpeMst Hauana reHeparyu 0Jioka

I[anee BCC HeﬁCTBHﬂ BBIMTOJIHAKOTCA UTCPATUBHO JO MOMCHTA HAXOXKICHUC ITPABUJIBHOTO XCIIa:

1. B timestamp 670ka ycTaHaBnuBaeTcs WH(GOPMAIU O TEKYIIIeM BpEMEHH Ha YCTPOHCTBE B
muitucekynaax (GMT+0 ¢ monpaBkoit Ha OTCTaBaHUE YacOB)

2. BrimonHseTcs reHepanus Xemm-cyMMbl U3 BCeX JaHHBIX OJloKa

3. BrmonnseTca mpoBepKa Ha COOTBETCTBHE X€Ill CYMMBI 3aJaHHBIM GuuibTpaM. [lpu ynaunoit
MpoBepKe, reHepanys 0J0Kka 3aBepiiaeTcs, 6J0K J00aBISETCS B LEHOUKY.

3.6 AIropuT™MBI KOHCEHCYCA

[Mnardopma IZZZ10 noxnepKuBaeT qBa OCHOBHBIX alropuTMa koHceHcyca (punbtpa): Limited
Confidence Proof of Activity (LCPoA) u Dynamic LCPoA (DLCPoA).

3.6.1 LCPoA

LCPoA (Limited Confidence Proof-of-Activity, pyc. Jloka3aTeasCTBO aKTUBHOCTH ¢ OTPaHUICHHBIM
JIOBEpUEM ) - THOPUIHBII aNTOPUTM KOHCEHCYCa CETH OJIOKYCHH, COCTOSIIIUN U3 IBYX TEXHUYECKUX
JJIEMEHTOB:



- Proof-of-Activity (pyc. “/loka3aTenbCcTBO aKTHBHOCTH ) - IPUHIMI, OCHOBAHHBIH Ha pEIICHUN
3aa49M, CX0XkeH ¢ 3amadeit npuaIHma Proof-of-Work, HO ¢ MOHMKEHHOM CITO’KHOCTBIO (OOBITHO
pelleHne 3a1a41 TeHepaluy 0J10Ka 3aHUMaeT OT A0JIeH CEKYHIIbI 10 HECKOJIBKUX MUHYT).
[ToBbIIIeHHE BHIYUCIUTENBHBIX 3aTPAT Ha TeHEpaNnIo 0JIOKa YMEHBIIIAET BEPOSTHOCTh
BO3HUKHOBEHHSI KOH(DIIMKTOB M YBEITMYUBACT CIOKHOCTh T€HEPAIMH [IETIOYKH OJIOKOB
HapYIIUTENIEM JUIs IPOBEICHUS aTaKW HaBA3bIBAHUS JIOKHBIX TaHHBIX.

- Limited Confidence (pyc. "Orpanndenue noBepus") - cucTeMa aBTOMAaTHYECKOTO CO3AaHuUs
“KOHTPOJIBHBIX TOUCK” B CETH OJIOKYEHH, JOCTUTAeTCs 3a CYET BBEJCHUS KECTKOTO ITOPOTa
BO3MOXKHOCTH Tepe3anucu 0510koB. [10 y3na npu CHHXpOHU3AIMKA MOXKET iepe3anucaTh He Oojee
limtedConfidenceBlockZone (mapamerp koH(bUTypamnny y3i1a) MOCIETHIX COXpaHEHHBIX B
XpaHwuiie 0JI0KoB. B ciydae pacxoxkaeHus 0OJIbIIEro Ynucia 0JIOKOB aBTOMaTHUYECKas
CHHXPOHM3AIMS HE IPON3BOJUTCS. Y3IIBI OCTAIOTCS B PACCHHXPOHH3UPOBAHHOM COCTOSIHUH,
pa3bop KOH(MIMKTA 1 MTPOBEPKa BATMIHOCTH JTAHHBIX MIPOU3BOANTCS aAMUHUCTPATOPAMH
CeTH/y3II0B.

Limited Confidence

Limited Confidence - 3T0 MexaHU3M CO3AaHUSI KOHTPOJBHBIX TOUCK B CETH, OTPAHHMINBAFOIIIHA
BO3MOXKHOCTB TIE€PEe3arucy OJIOKOB CETH OJIOKUYEHH JaNIbIe 3aIaHHOTO JIMMHTA OT TOCIEIHETO OJI0Ka.
Hanpuwmep:

Curyanus 1

B nactpoiikax cetu npumepa uucio LC 3agano kak 10

Kiuent] - conepxut nenouky 61oxoB ot 0 1o 6:oka 30

Knment2 - conepxut nenouky 6;10koB ot 0 10 34, mpu 3TOM y TEKYyILLEro KIHUeHTa, 0710k 29
OTJIMYaeTcs OT cxoxkero Onoka Kimenral

B takoii curyarmuu Kimment1 ckadaet kycok rnenu Knmenra?2 ot 6oka 29 mo 6moka 34, 1.e. 6110k 29
OyJeT 3aMEHEH, U IIENOYKU 00OUX KIIMEHTOB CTAaHYT OJJMHAKOBBIMHU.

Curyanus 2

B Hactpoiikax cetn npumepa uncio LC 3axano kak 10
Kinent - cogepxur nenouky 6:10k0B ot 0 10 6110ka 30
ATakyrommuii - mepeco3iai mermodky 610koB ot 1 1o 31, 3aMeHUB Bee TPaH3aKIIMH B CETH

B takoii cutyarum ATakyronuil IpeioxKuT

CUHXPOHU3UPOBATH 1eOYKy OT 1 10 31 Os10Ka, 0THAKO MUHUMAJIBHBIN OJI0K, C KOTOPOTO MOXHO
CHHXpOHM3UpOBaTh: 31 - 10 =21

CuHXpOHM3aLKS C UENbI0 aTaKYIOUIEro B 3TOM Clly4yae BIIIOJITHEHA He OyeT.

Mesnbiee uncio LC cHmKaeT maHe nepe3anucy 1enodku, 0OIbInee Y1cio CHUKAST IaHC
TIOSIBJICHUS. HE CHHXPOHH3UPYEMBIX (TYTMTHUKOBBIX) IIEMOYEK.

Proof of Activity



B kadecTBe anropuT™Ma reHepaIii 0JI0KOB UcTonb3yercs Moaudukamus Proof of Work ¢
MMOHWKEHHOH CIIOXKHOCTBI0. OCOOEHHOCTD 3aKJII0UAETCsl B HCIIOJIB30BaHUH B KauecTBe nonce - Unix
timestamp, a Tak)Ke B IOTIOJHUTEIBHBIX IIPOBEPKAX M OTPAaHUICHHSX:

e B kavecTtBe 00miero BpeMeHH ucnoinbsyercs mosic GMT+0

e B 010k HEOOX0AMMO 3aMUChIBaTh HH(POPMALIIO O BPEMEHHU CTapTa ITeHepaly 010Ka

e B timestamp 670ka 3anmckiBaeTCst nonce 0J10Ka

ITpoBepsItOTCS ClIeTYONINE MapaMeTPhI:

CoBmanenune xema 0J10ka ¢ GUIbTPOM Pa3pelIeHHbBIX XelIeh
Bpewms cTapTa renepanyu 6710ka He 0OJIblIe TEKYLIETO BpEMEHH CETH, M He 0OJIbIIe
timestamp 0Jioka

e timestamp He 0OJIbIIE TEKYIIETO BPEMEHH CETH, M HE MCHBIIIC Havalla BpeMEHH TeHepaIliu
Omoxa

e timestamp M BpeMs CTapTa reHepaluu 06J0Ka He MeHee timestamp npeasayero 0ioka

IIpu 3TOM paszpemnraercs neaTh JOMYCK IO KaXXI0u mpoBepke He Oomee 60 cekyH .
Taxkxe BO3MOKHO HCITOJIL30BaHUE KJIACCUIeCKOro POW miu Ipyrux anropuTMOB COBMECTHO C
mexaam3moMm LC.

Jus anroputma LCPOA B KoH(pHUTYpanimOHHBIX TapaMeTpax y3ia 3a7aeTcs OTpaHnYeHHEe Ha 3HaUeHHe
xem-(pyHKIHU 670Ka (CTPOKOBBIA (QMIIBTP, MPUMEHSEMBIH K IeCTHAIaTEPUIHOMY MPEICTABICHUIO
3HAYEHUSI XAMI-(PYHKIINHN).

3.6.2 DLCPoA

DLCPoA (Dynamic Limited Confidence Proof-of-Activity, pyc. luHamMudeckoe 10Ka3aTeaIsCTBO
AKTUBHOCTHU C OIPAaHUYCHHBIM JOBEPHEM) - 3TO AITOPUTM KOHCEHCYCa, TTO3BOJISIONINIA PEryIMPOBaTh
CKOPOCTbH CETH.

Anroputm DLCPoA npezncrasnser codoii pasHoBuIHOCTS anroputMa LCPoA (MoaudunmposanHast
BEpCHsl) C TMHAMUYECKUM YIIPaBICHUEM CIIOKHOCTBIO TeHepaluy 0JIOKOB. B ciydae mcrnons30BaHus
DLCPoA B KOHGUTypalMOHHBIX TapaMeTpax y3J0B BMECTO (PUKCUPOBAHHOTO (HIIBTPA 3a1aeTCs

eneBast CKOPOCTh TeHepaIii OJIOKOB CEThIO, a TTapaMeTphl (PUIBTPA BEIYUCISIOTCS aBTOMATHYECKH.

J1a TeHepanmu Xeta HOBOTo OJI0Ka B CETH HEOOXOAMM MOI00P MOAXOIAIIETO Xella, BATHAHOCTb
KOTOPOTO ompenenseTcs onpenesneHHpIME ¢uinbTpamu. B anroputme LCPoA GunbTpsl 3a1at0TCs B
koH(urypanuu, Toraa kak B DLCPoA GuiabTpsl pacCUUTHIBAIOTCS aBTOMAaTHIECKH, IO (hOpMyIIe,
UCXOJISl U3 CKOPOCTH paboThl ceTr. Ecnu ckopocTh 05u3Ka K 11eIeBO, TO GUIBTP CTAHOBUTCS
CJIO’KHEE, €CITH JlajieKa OT MeJIeBOH, TO (DMIIBTP JIeTde, BILIOTH 0 HYJIEBOW CIIOKHOCTH, KOTJa
MOJIXOMT JTF000H Xerll.



DopMyJia, OnpeIesIonias CI0KHOCTh CETH:

abs(logl10(1000 - paccmosnue mcex mesxncoy bnokamu) / (1000/yenesas ckopocmv cemu)

dopmya, onpeaesonias BbIOOp Xera:

hashSigma™* <= round(donycmumoe Konuuecmeo 6apuanmos xeuia - (00nyCmumoe KoIu4ecmao
8aPUAHMO8 Xewa * CLOACHOCHY)

*hashSigma: nocieonue 6 unu 6onee cumeonos xeua 6 16-puunom npedcmaenenuu, m.e. 6 baim

}II/IHaMI/IT-IeCKaH KOH(l)I/IpraHI/IH CJIOKHOCTH aJIrOpUTMa MO3BOJIACT NPEAOTBPATUTL aTaK Ha CKOPOCTH
pa6OTLI CCTH, U NIOAACPIKNBATL CCTh pa6OTOCHOCO6HOﬁ nona JTFOOBIMH Harpyskamu.

3.6.3 Proof-of-Authority

AnroputMm PoA ucnonp3yer MaccuB 3apaHee CO3JaHHBIX ITyOIMYHBIX KITI0Yei B Ka4eCTBE
MOATBEPIKICHHSI KOPPEKTHOCTHU OJioka. CIMCOK KIIFOUEH BBITYCKASTCS B CETh B TCUCHUH MIEPBBIX 5
610k0B. Bee nocnenytomue TpaH3akuuy, )15 YCIELIIHOTO IPOXOXKACHUS Yepe3 3TOT ITOPUTM
KOHCEHCYCa, JOJI>KHBI OBITH nmoArnrcCanbl OAHUM M3 BBIMTYHICHHBIX KITFOUEH.

3.7 CMapT-KOHTPAKTHI

B ocHoBe Onokueitn-cetrn [ZZZ10 neXUT UCIIONB30BAaHHE CUCTEMBI CMapT-KOHTPAKTOB - AITOPUTMOB,

npe€aHa3sSHAUYCHHBIX IJIA pa60T1)1 C JaHHBIMH B CUCTEMC.

OcHOBHBIE 0COOCHHOCTH:

e JavaScript ES6. Benena nmoanepikka paboThl ¢ niceBaocy4aineiMu yrciamu (Math.random)
u garoit u BpemeHem (Date)
CoObITHst
BzaumoaeiicTBre ¢ IpyruMu KOHTpaKTaMH B CETU
[Monnepxka o0bexToB OonpIIMX yncen (BigNumber) it 6e30macHbIX BEIYUCICHHN C
TUTABAOIIEN 3aISTON

e BcrpoeHHBIE UTEpUPYEMBIE U HE UTEPUPYEMBIE CTPYKTYPHI TaHHbIX: KeyValue,
BlockchainArraySafe, BlockchainArray, TokenRegister, BlockchainMap

CMapT-KOHTPAKT - 3TO MMPOTPaAMMHBINA KOJT, TOMEIIAEMbI B OJIOK IETIH U MPeAHA3HAUCHHBIN JIS
00paboTku nHpopMauuu (HopMHUPOBAHMSL, KOHTPOJIS, IPEIOCTABICHHS) €IUHBIM (CHHXPOHHBIM)
00pa3zoM Ha BCEX y3JIaX CETH.

MeToabl cMAapT-KOHTPAKTOB - OTIEPAITAN HaJ 00bEKTaMHU CHCTEMEL.



O0BeKT cUCTEMBI - HEKOTOPasi CYIIHOCTh B IM(POBOM IPOCTPAHCTBE, 00Ia1aromas onpeaeaEHHbIM
COCTOSIHMEM U ITOBEICHUEM, HMEIOILAsl OIPEe/IeIEHHbIE CBOMCTBA (aTpUOYThI) U ONIEpallii HaJl HUMH
(metompl).

EcmaContracts peanusyer cpery yrpaBieHHUS U BHIIOTHEHIS CMapT-KOHTPAKTOB.

JIJBI HCIIOJIHCHUSA CMAapT-KOHTPAKTOB HMCIIOJIB3YETCA CiICUaIbHAasA N30JIMPOBaHHAA Cpe€aa UCIIOJTHCHUA
EcmaContracts, ucnonp3yrommas JavaScript-IBUKOK ¢ OTKPBITEIM UCXOIHBIM KOJIOM V8 IUIsl CO3aHus
BHpTyaIn3upoBaHHOTO OKpy)eHus (Isolated VM, cm. myHKT 3.7.3) HCIIOTHEHMSI KOJ1a KOHTPAKTOB.
DT0 MO3BOJIAET MOJHOCTHIO U30JUPOBATH MPOU3BOJIBHBIN KOJI KOHTPAKTOB KaK OT CUCTEMBI, TaK U OT
JIPYTUX KOHTPAKTOB, a TAK)Ke KOHTPOJIMPOBATH JOCTYIMHOCTH pecypcoB (O3Y, mporieccopHoe BpeMs,
JIMMUTBI BBI30BOB) JUI KaX10M CYIIIHOCTH BUPTYaIbHOM MalIHHEI.

EcmaContracts peanu3yeT NpUHLKI YIIPaBIEHUS COCTOSAHUEM (State) CyITHOCTE KOHTPAKTa, Ipu
KOTOPOM B LETMOYKY OJOKYEHH cCOXpaHseTcs TOIbKO HH(OpMalys O BEI30BaX METOIOB
CMapT-KOHTPAKTOB M UX apryMeHTaX. Pe3ynbraTel paboThl cMapT KOHTPAKTOB COXPAHSIOTCS JIOKAJIbHO
Ha y3JIe TI0JIb30BaTeNs, U 3arpy’KatoTcs IMpHU CIEAYIOLIEM BbI30BE KOHTpakTa. Bee y3nbl B ceTn
OJHOBPEMEHHO MOBTOPSAIOT KKIYIO TPAaH3aKIHIO LETIOYKH C CaMOoro IepBOro 0JI0Ka, 10 MOCIEJHErO
CYILECTBYIOIIETO, YTO MPUBOANT K NOJTHONU CUHXPOHU3ALUN COCTOSHUI KOHTPAKTOB Ha KaXKJIOM U3
Y3JI0B.

Taxum o06pazom, EcmaContracts KOHTPOIMPYET COCTOSIHUE, 3Ty NICHHBIC CYIIIHOCTH BUPTYAITbHBIX
MaIIIMH, TOTPeOJICHHE PECYPCOB, U 00CCIICYMBACT CPEILY BBHIIIOJHEHHS KOHTPAKTOB HEOOXOIMMBIMHU
JUTs paboOThI METOJAMHU M 00BeKTaMu. B3auMoieiicTBHE ¢ TAKMMHU 00bEKTAMH TIO3BOJISET
peaIM30BbIBATh MOILHBIC U ()YHKIIMOHAJIbHBIC JICIICHTPAIN30BAHHBIC CUCTEMbI

B crannmapTtHyo Oubnmoreky JavaScript BHECEHBI CieayIoNue MO (pUKAITHH:

o DyHKIUH NOTYYEHHUS TEKYIIUX AaThl 1 BpEMEHH BO3BPALIAIOT BPEeMsl OKOHYaHHUS TeHepalun
0JI0Ka, cotep KaIiero BHI30B.

e [‘eHepaTop ciydaliHBIX YMCEN HHUIHATU3UPYETCS C UCIOIb30BaHUEM JCTEPMUHUPOBAHHBIX
JAHHBIX, OTIPEIEIIAEMBIX OJIOKOM, COJIEPKAIIINM BBI30B.
Jo6aBnena BO3MOXKHOCTB 3aITyCKa JPYTUX CMapT-KOHTPAKTOB
Jlo6aBneHna nogaepkka padboTsl ¢ 00bekTaMu Oonpiux gyrcen (tun BigNumber).
Jo6aBneHbl nTepupyeMbie U HE HTEpUpyeMble 00BEKTHI, POU3BO/ISIINE 3aITUCh U YTCHHE
JAHHBIX B XPaHWIUIIE JTOKAIBHBIX TaHHBIX CMapT-KOHTPAKTOB.

e [loanmepskka 3aMMCH TaHHBIX B KypHaJI COOBITHH.

B xadecTBe XpaHWIHINA JTIOKATFHBIX JaHHBIX CMapT-KOHTPAKTOB UCHIOJB3yeTcs Xpanuuiie LevelDB
(OTNHYHOE OT XPaHMWIIUIIA JAHHBIX OJIOKOB IICITH ).

B kadecTBe xpaHUIHUINA )KypHAaa COOBITHI UCTIONb3yeTcst 0a3a naHHbIX sqlite3. [TomydyeHnue qaHHBIX
13 XKypHalla COOBITHI BO3MOXHO C UcToNib3oBaHueM BHentHero API y3na cetn (cm. myHKT 3.9).

Moynb paboThl CO CMapT-KOHTPAaKTaMu 00padaThIBaET 2 THIIA TPAH3AKIIHIA:
e EcmaContractDeployBlock Tpan3akmus ¢ KoJIoM cMapT-KOHTpaKTa (pa3MeIieHrue
CMapT-KOHTPAKTa B PACHpPE/ICICHHOM PEECTPE), COACPIKUT:



KITF0Y (a/1pec) OTIPaBUTEIS;

3HAUEHHUE JUIsI MHUIIMAU3AlUKA TeHEPaTopa CydYalHbIX YUCEN, TOAMEIINBACTCA K
CTaHJIapTHOMY 3HAYEHHUIO;

HCXOAHBIN KOJ KOHTPAKTa;

3HaYeHHE X3MI-QYHKIUU IS KOJIa KOHTPAKTa;

JIOTIOJIHUTEIIbHAS MH(POPMAIIKs — POU3BOJIbHBIC IaHHBIC, TIEPEAaBacMbIC I10JIb30BATEIEM U
JIOCTYIIHBIE KOy CMapT-KOHTpaKTa npu ucnonnenun yepe3 API cpensl nucnonnenus.

EcmaContractCallBlock 610k BbI30Ba MeTO/Ia CMapT-KOHTpaKTa (3aIlyCK Ha UCIIOJIHEHHE
METOJ]a CMapT-KOHTPAKTa C 3alaHHBIMU apTYMEHTaMH ), COIACPIKHT:

aZpec KOHTpaKTa - MopsAKOBEIA HoMep Ooka trmma EcmaContractDeployBlock,
coJieprKalllero KoJ KOHTPaKTa;

3HAYCHUE [T MHUIUATU3AIMY TeHepaTopa CIyYalHbIX YHCe, TOMENIHBACTCS K
CTaHAaPTHOMY 3HAUCHHIO,

UM METO/IA;

MAaCCUB C 3HAYCHUAMU apryMCHTOB BbI30OBA,

JIOTIOJTHUTENIbHAS. MH(POPMAIIHS — POU3BOJIbHBIE TaHHBIC, TIEpeIaBacMbIe IT0JIb30BaTENeM U
JIOCTYITHBIE KOJTy CMapT-KOHTPaKTa Ipu ucroaeHnn depe3 API cpensr ncmonHenus.

CMapT-KOHTPAKT MOKeT HMeTh 2 ciIy:Ke0HbIX MeTo/a:

init() - aBTOMaTUYECKH BBITOTHACTCS KX pa3 IPH WHALIHATHU3ANHA CPEIbl NCTIOTHEHUS
JUTS1 MICTIOJTHEHUS JII000TO IPyTroro BhI3BIBAEMOT0 METOa JaHHOT'O CMapT-KOHTPAKTa, B TOM
gucne meroaa deploy();

deploy() - aBToMaTHuecKku BeINONHsAETCS ipu 00padoTke EcmaContractDeployBlock
(pasMerieHre CMapT-KOHTPAKTA B pacIpe/IeICHHOM PEeCTpe).

Cucremubie pecypcbl: 00beM O3V, MpoLecCOpHOE BpeMsi, KOJIMYECTBO BHI30BOB CMAapPT-KOHTPAKTa B

MHHYTY, BBIACIACMBIC I UCTIOJTHCHHUA CMAapT-KOHTPAKTY ONPCACIAOTCAH MaCTep—KOHTpaKTOM.

MacTep-KOHTPAaKT — CMapT-KOHTPAKT, UMEIOLIHIA OIpe/ie/ICHHbIH Ha0op HHTepEHCHBIX METOIOB,

CIIyKalluXx JJis YIIpaBJICHUSA ITOBCACHUEM CucTeMsl.

Howmep 6150ka, comeprkaiiero Mactep-KOHTPAKT 3a7aeTcsl B KOHQUIYpaLMOHHBIX TapaMeTpax y3ia

CCTHU U JOJIKCH COBIIAJaTh JJid BCEX Y3JIOB CCTH.

3.7.1 AnropuTM™ BBITIOJTHEHHUS KOAA CMapT-KOHTPaKTa

BrimonHerne koga cMapT-KOHTPaKTa OCYIIECTBISIETCS 110 CIEAYIONIEMY allTOPUTMY:

Cpenoii BeimosiHeHUs nipoBepsieTcst D11 TpaH3akuuid, coep Kaiux BI30B H KOJT
CMapT-KOHTPAKTA;



e 3amyck BUPTyaJbHOM Cpe/Ibl, 3arpy3Ka B Hee MPEIbIAYIINEro COCTOSHHS KOHTPAKTA,
WHHIHATA3AIHS TeHePaTopa CIyIaiHbIX YHCET;
BrinonHenue meTona init();
BblimosiHEHHE BBI3BIBAEMOTO METO/1A.

B cnyuae, eciiv BBITOTHEHNE KOHTPAKTA MPOILTO 0€3 omMO0OK, OOHOBIISIOTCS JIOKAIBHOE XPAaHUITHIIE
JTAaHHBIX CMapT-KOHTPAKTa, XPAaHWIHIIE NaHHBIX KypHaJIa COOBITHH.

B ciyuae, ecnu BBITIONHEHHE CMAPT-KOHTPAKTa 3aBEPIIMIOCH C OLIMOKOW, H3MEHEHHE JIOKATBHBIX
XPaHWINI] HE TTPOU3BOANTCS, B (paiiel xKypHanoB [10 y3ma pacrpeneneHHOTo peecTpa BHOCATCS
3aIlMCH O BO3HHUKIIUX omHOKax. [Ipu 3ToM, eciin mpruuruHa BOSHUKHOBEHHUS OLIMOOK BHEIITHSIS 110
OTHOIIIEHUIO K KOAY ¥ JaHHBIM CMapT-KOHTPAKTa, TO COCTOSTHHE JIOKAJIHHBIX XPaHWIHI] y37a Oy et
MepeIeT B pACCUHXPOHU3UPOBAHHOE COCTOSHHUE.

3.7.2 PaGoTa cMapT-KOHTPAKTOB B CETU

[Ipu cuHXpoOHM3aMK KaXAbIi y3€1 OCIeA0BaTENbHO MOBTOPSAET BCE JEMCTBUA ¢ KOHTPAKTaMH U3
LETI0OYKH OJIOKOB, U COXpaHsIET U3MEHEHHbIE COCTOSHU JIOKAIbHO. B pe3ynbpTare 0oKaabHbIE
COCTOSIHMSI Ha KaXJIOM M3 Y3JIOM IOJTHOCTHIO CHHXPOHU3UPYIOTCS, UTO MO3BOJISIET BBIITOJIHATE KOJT
JELEHTPAIIM30BAHHO U IOCTOBEPHO, U 00ECIeUnBaeT AETEPMUHUPOBAHHOCTD PE3yJIbTaTa paboThI.

3.7.3 BupryansHas cpena (Isolated VM)

Juist 3ammycka Kojia KOHTPAKTOB HCIOJIB3YyeTcs CelnalibHas n30JiupoBanHas cpena Isolated VM Ha
6a3e JavaScript nBmxkka V8.

Kaxnoii n3011poBaHHON cpenie H0CTYITHO OTPaHNYEHHOE KOJIMYECTBO PECYPCOB (IIPOLIECCOPHOE
Bpems, O3Y, KOMTUUECTBO BHI30BOB) a TAK)KE OTPAaHMYCHHBIA (QYHKIIMOHA:

1) KoHTpakThl HE MOTYT UCNOIb30BATh CUCTEMHBIE METO/IbI, & TAK)KE METOBI CPEIbI
BBINIOJTHEHUS HAIIPAMYIO

2) CoxpaHeHHe JaHHBIX MEX]y 3aIllyCKaMU MOXET BBIIOJIHATCS TOJIBKO C TOMOIIBIO
BcTpoeHHoro tuna KeyValue u ero nponssonnsix BlockchainArraySafe, BlockchainArray,
TokenRegister, BlockchainMap

3) KoHTpakTam HEZOCTYNHBI METO/IBI ACHHXPOHHOTO BBIMOJIHEHUS Koza, Promise, setTimeout,
setInterval, nextTick

4) Kon xoHTpakTa paboTaeT MOJHOCTHIO CHHXPOHHO

5) IlpeBblieHHE pa3peLICHHBIX PECYPCOB MOMEHTAIBHO 3aBEPILAET BHIIIOJHEHNE KOHTPAKTa C
OmKOKOM

6) Merozas! paboThl ¢ JaTaMK 3aMEHEHBI. B kauecTBe TeKyluel 1aThl HCIOIb3YETCs BpeMs
TeKymero 0J0ka

7) Meroz paOoThI O CllyyallHBIMU YHCIIaMH 3aMeHEH. [ eHepalus ciy4aiiHbIX YMCEN 3aBUCHUT OT
TEKYIIEro COCTOSIHUSI KOHTPAKTa

8) B koze KOHTpaKTa HEJOCTYITHO HCIIOJIB30BaHUE KOHCTPYKTOpa. BMecTo KoHCTpyKTOpa
HCTIONB3yeTCs MeTo init u deploy

9) Bce KOHTpaKTbI JOIKHBI HAacIeq0BaThes OT Kinacca Contract Wiin ero mpoOU3BOAHBIX



Taxoke KOHTpaKkTaM JOCTYIIHBI JONIOJHUTENbHBIEC (GYHKIIUH:

1) Bcrpoennsiit Tun BigNumber amst 6e3omacHoil paboThl ¢ OOMBITUMH YHCITaAMU

2) Kiacc TokensRegister peanu3yromuii GyHKIIMOHA TOKEHA (MOHETHI)

3) Kontpakt TokenContract peanuzyromuii pyHKIIMOHAT TOKEHA (MOHETHI)

4) ContractConnector Knacc i B3aUMOACHCTBHS C IPYTMMHU KOHTPAKTaMU B CUCTEME

5) TokenContractConnector Kiacc i B3aUMOICHCTBHSI C IPYTHUMHU KOHTPAKTaMHU B CHCTEME,
KoTopsle Hacnenyrotcs oT ContractConnector

6) SellerContractConnector kyacc 1st B3aUMOJEHCTBHSA ¢ KOHTPaKTaMH-IIPOJaBIIaMH

7) Require - anpTepHaTUBHBIN c110CO0 B3aUMOACHCTBHS C IPYTUMH KOHTPAKTaMHU B CUCTEME

8) BlockchainArray - THI TaHHBIX, CXOXKHI C MAaCCUBOM (Array), HCIIONB3YIOMUNA 00BEKT
KeyValue nist xpaHeHus1 TaHHBIX MEKAY 3aIlyCKamu

9) BlockchainMap - THTI JaHHBIX, pEATM3YIOIHIA TTPEACTaBIeHuE Map, NCTIONIB3YIOMINNA 00BEKT
KeyValue nist xpaHeHus! TaHHBIX MEKAY 3aIlyCKaMu

10) TypedKeyValue - anamor KeyValue, coxpaHstoniii ICXOIHBIE THITHI 3HAYSHUH

11) Event - kimacc as reHepanuu COOBITHI

12) assert - BCTpPOCHHBIN KJ1acC, KOTOPBIH O3BOJISIET BBIIONHATH IPOBEPKHU KPUTHUECKH Ba>KHBIX
JJIEMEHTOB

3.8 Tokennl

Token — nudpoBoli aKTHB, OOPAIAOLIUICS B paclpeaeieHHON ceTu. B Onokuelin-mardopme
[ZZZ10 Toxens! peann3yoTcsi HA OCHOBE CMapT-KOHTPAKTOB. B cranmapTHy0 OMOINOTEKY Cpebl
WCTIOJIHEHHSI CMapT-KOHTPAKTOB BKIIIOUEHBI OO BEKTHI, peau3yIoliye paboTy ¢ TokeHaMH. Bo3MoxxHO
KaK HETOCPEACTBEHHOE UCIIOJIb30BaHUE STUX TOKEHOB, TaK U CO3/IaHUE C UX UCIIOJIB30BaHUEM
CMapT-KOHTPAKTOB C PACHIMPEHHBIM (PYHKIIMOHAIIOM, PEATN3YIOMNX (PYHKIIMOHAT TOKEHOB.

3.9 Bueminuii API y3i1a pacnipenesieHHOro peecrpa

[IporpamMMHoOe obecrieueHue y3ia pacpeieIeHHOTO peecTpa NpeIoCcTaBIsIeT BHEIHUN HHTepdeiic
nporpammupoBanus npuinoxxkennit (API). Buemauit API MoxeTt GbITh MCTIONB30BaH IS
MOJKJIFOUEHHSI CTOPOHHHUX NPHIIOKEHUI-KJINEHTOB K Y311y CETH.

Buemnnit API umeer apxutexktypy REST, B kauecTBe TpaHCIIOPTHOTO MTPOTOKOJIA UCHIOIB3YETCS
HTTP, npencraBnenue ganapix - JSON.

Bremmanit API y3ma cogepuT BEI30BBI, IMEOIINE CIEAYIONTYI0 (YHKITMOHATHHOCTH:

® [oiy4YeHUEe HHPOopMaIuK 00 y3Jie pacipe/IeIeHHOT0 peecTpa: nepeueHb aKTUBHBIX (yHKITUH
y3J1a, KOH(GHUTYpAIMOHHBIE TTAPAMETPhI, BEPCHUS TPOTPAMMHOTO 00CCIICUCHHS;

noJrydeHne nHGOPMAIUH O IPYTHX y3JIaX CETH;

roJTydeHue nH(pOopManuu 13 )KypHaia COOBITHIA;

MoJTy4cHIe HHPOpMAIH 0 0JIOKaX PacIpPeIeIICHHOTO PeecTpa;

NOJIy4YCHUC I/IH(l)OpMa]_[I/H/I O CMApT-KOHTPAKTaX U PE3yJIbTaTaX UX BBIIIOJIHCHUS



®  CO3JaHHe HOBBIX TPaH3aKIUH/OGIO0KOB.



